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Professional reference statement: This manual is an educational and operational reference based on generally
accepted risk-management and governance practices. It does not constitute legal, tax, engineering, accounting,
insurance, securities, or investment advice. Requirements and duties vary by entity structure, jurisdiction, financing,
investor agreements, property type, and professional role. Users should consult qualified advisors and applicable
governing documents before acting.

How to Use This Manual
This volume is designed for real estate investors, ownership groups, family offices, asset managers, developers,
and portfolio leaders who need a repeatable method for governing risk. It applies to a single asset, a portfolio, a
joint venture, or an operating platform.

The manual does not attempt to eliminate risk. Real estate returns require informed risk-taking. Its purpose is to
help leadership identify the risks being accepted, decide who may accept them, establish controls, and detect
changes before value is impaired.

Use the chapters in sequence when building a program. For an existing program, begin with Appendix A, identify
material gaps, and use the relevant chapters as implementation standards.

Volume I Contents
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Chapter 1: Introduction to Enterprise Risk
Management
1.1 The Investor's Risk Environment
Real estate risk is interconnected. A leasing decision can affect debt covenants; deferred maintenance can
become an insurance issue; a vendor failure can create a life-safety event; weak reporting can hide declining
cash flow until options are limited. Enterprise risk management (ERM) connects these issues to strategy and
performance instead of treating them as separate operational problems.

For this manual, ERM means the coordinated process used by ownership and management to:
● Establish objectives and the amount of risk the organization is willing to accept.
● Identify events that could create or destroy value.
● Assess likelihood, impact, velocity, duration, and control strength.
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● Select a response: avoid, reduce, transfer, accept, or pursue.
● Assign ownership, funding, deadlines, and escalation triggers.
● Monitor changes and report decisions to the appropriate authority.

1.2 Core Real Estate Risk Categories
Every portfolio should adapt its taxonomy, but the minimum categories are:

● Strategic: acquisition thesis, market positioning, concentration, development, disposition timing, and
reputation.

● Financial: liquidity, leverage, refinancing, interest rates, covenant compliance, valuation, fraud, and
counterparty exposure.

● Operational: leasing, collections, maintenance, staffing, vendors, utilities, technology, and business
continuity.

● Property and physical: condition, life safety, environmental exposure, climate hazards, capital needs, and
obsolescence.

● Legal and compliance: entity governance, contracts, fair housing, licensing, privacy, employment, zoning,
affordability restrictions, and reporting.

● Insurance and claims: coverage adequacy, exclusions, deductibles, vacancy conditions, loss history, and claim
documentation.

● Cyber and information: access, wire fraud, ransomware, smart-building systems, privacy, backups, and
third-party technology.

● People and conduct: competency, succession, conflicts of interest, ethics, safety, and key-person dependence.

1.3 The Risk Management Cycle
1 Define the objective at risk.

2 Describe the risk as a cause, uncertain event, and consequence.

3 Assess inherent exposure before considering controls.

4 Identify existing controls and evidence that they operate.

5 Assess residual exposure after controls.

6 Compare residual exposure with approved tolerance.

7 Select, fund, and assign the response.

8 Monitor indicators, deadlines, incidents, and emerging conditions.

9 Escalate decisions when authority or tolerance is exceeded.

1.4 Minimum Standard
Each material asset and portfolio should maintain a current risk register, named risk owners, approved
tolerances, documented mitigation plans, and a recurring executive review. A list without ownership and action is
not a risk-management program.
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Chapter 2: Corporate Governance
2.1 Governance as a Value Protection System
Governance defines who has authority, how decisions are made, what must be disclosed, and how performance
is challenged. It should be proportionate to the ownership structure but never dependent on informal
assumptions.

Strong governance protects investors by creating:
● Clear separation between ownership oversight and day-to-day execution.
● Defined authority for acquisitions, financing, contracts, budgets, reserves, litigation, and related-party

transactions.
● Timely access to accurate financial, operational, compliance, and risk information.
● Documented challenge of major assumptions and conflicts.
● Evidence that decisions were informed, authorized, and monitored.

2.2 Governing Documents
The governance library should include, as applicable:

● Formation documents, operating agreements, partnership or shareholder agreements, and amendments.
● Investor rights, consent requirements, distribution waterfalls, and transfer restrictions.
● Board or investment committee charters and calendars.
● Delegation-of-authority matrix and bank-signing authority.
● Conflict-of-interest, related-party transaction, whistleblower, document-retention, and expense policies.
● Property management, asset management, development, construction, and leasing agreements.
● Loan documents, guarantees, reserve requirements, and covenant calendars.
● Insurance, compliance, licensing, and regulatory obligations.

2.3 Decision Rights
Reserved decisions should be explicit. Typical reserved matters include acquisitions and dispositions, new debt,
guarantees, material unbudgeted spending, affiliate contracts, major litigation, distributions outside policy,
changes to strategy, and exceptions to risk appetite.

Every approval record should identify the decision, alternatives considered, financial effect, material risks,
conflicts disclosed, authority relied upon, conditions imposed, and follow-up required.

2.4 Governance Red Flags
● The same person initiates, approves, pays, and reconciles transactions.
● Committee decisions are not documented.
● Affiliate arrangements are not benchmarked or disclosed.
● Reports omit bad news, covenant forecasts, or unresolved findings.
● Authority changes are communicated informally but not updated in banks and systems.
● Leadership relies on a single individual for critical institutional knowledge.

2.5 Owner Questions
● What decisions require owner, board, lender, or investor approval?
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● Can each material decision be traced to information, authority, and follow-up?
● Where could a conflict of interest influence selection, pricing, or disclosure?
● Which governance obligation has no named calendar owner?

Chapter 3: Risk Appetite & Risk Tolerance
3.1 From Preference to Decision Rule
Risk appetite is the type and amount of risk the organization is willing to accept in pursuit of its objectives. Risk
tolerance converts appetite into boundaries that management can monitor. Appetite should be approved by
ownership or the governing body; tolerance should be measurable enough to trigger action.

3.2 A Real Estate Risk Appetite Statement
An effective statement addresses at least:

● Target property types, markets, investment horizons, and return expectations.
● Maximum leverage and minimum liquidity or reserve positions.
● Development, lease-up, renovation, and entitlement exposure.
● Tenant, geographic, lender, contractor, and revenue concentration.
● Life-safety, legal, ethical, environmental, and regulatory risks that receive little or no tolerance.
● Circumstances requiring enhanced diligence, independent review, or governing-body approval.

3.3 Tolerance Examples
Tolerance metrics may include loan-to-value, debt-service coverage, days cash on hand, occupancy,
delinquency, capital variance, uninsured exposure, open life-safety findings, unresolved compliance issues,
vendor concentration, cybersecurity patching, or days to close audit findings.

Thresholds should use three zones:
● Within tolerance: management continues ordinary monitoring.
● Watch zone: management analyzes trend, increases monitoring, and identifies options.
● Breach: the risk is escalated with a time-bound corrective plan or formal acceptance by authorized leadership.

3.4 Rules for Exceptions
An exception is a decision, not a workaround. The record should state the business rationale, amount and
duration of exposure, compensating controls, monitoring frequency, exit condition, approving authority, and
expiration date. Permanent exceptions should be incorporated into policy or discontinued.

3.5 Owner Questions
● Which exposures could threaten liquidity, control, reputation, or the investment thesis?
● What metric provides warning before a covenant or operational failure?
● Who may approve a breach, for how long, and with what documentation?
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Chapter 4: The Three Lines Model
4.1 Purpose
The Three Lines Model clarifies how governance, management, risk and compliance support, and independent
assurance work together. The model should be scaled for the organization; a smaller investor may use external
providers, but the responsibilities still exist.

4.2 Governing Body
Ownership, the board, or an equivalent governing authority sets direction, approves risk appetite, oversees
management, receives assurance, and holds decision-makers accountable.

4.3 First Line: Operating Management
Property, asset, construction, leasing, accounting, and investment teams own the risks created by their activities.
Their responsibilities include executing controls, maintaining evidence, reporting incidents, and correcting
weaknesses.

First-line accountability cannot be transferred to compliance, insurance, or internal audit.

4.4 Second Line: Risk, Compliance, and Oversight Functions
Second-line roles establish frameworks, interpret requirements, provide expertise, monitor exposure, challenge
first-line decisions, and aggregate reporting. Depending on the platform, this may include enterprise risk,
compliance, legal, information security, insurance, environmental, quality assurance, or controller functions.

The second line should have sufficient authority and access, but should not quietly become the owner of every
operating control.

4.5 Third Line: Independent Assurance
Internal audit or another suitably independent assurance provider evaluates whether governance, risk
management, and controls are designed and operating effectively. Independence requires freedom from
responsibility for the activities being assessed and direct access to the governing body.

4.6 External Providers
Attorneys, accountants, engineers, lenders, regulators, insurers, and consultants provide valuable review, but
their work does not replace management responsibility or a coordinated assurance plan.

4.7 Practical Assignment
For each material risk, identify:

● The first-line owner.
● The second-line policy, monitoring, or challenge role.
● The source and frequency of independent assurance.
● The governing authority that receives results and approves exceptions.
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Chapter 5: Organizational Accountability
5.1 Every Risk Needs One Accountable Owner
Committees may coordinate a response, but accountability should rest with one named role. The risk owner must
understand the exposure, maintain current information, secure resources, execute the response, and escalate
when tolerance is threatened.

5.2 The Accountability Map
Use a responsibility matrix for recurring activities and major decisions:

● Accountable: owns the outcome and approves completion.
● Responsible: performs the work.
● Consulted: provides required expertise before action.
● Informed: receives results or notice.

Map acquisitions, valuations, budgets, leasing exceptions, capital projects, vendor onboarding, payment
changes, bank access, claims, incidents, compliance filings, cybersecurity, and document retention.

5.3 Performance Management
Risk accountability should appear in job descriptions, goals, operating reviews, and incentive design. Reward
structures that focus only on transaction volume, occupancy, or short-term NOI can encourage control overrides
and deferred obligations.

5.4 Escalation Standard
Employees and service providers should know what must be reported immediately, including suspected fraud,
wire instruction changes, serious injury, fire, significant water intrusion, data compromise, lender default risk,
government notice, material litigation, and any life-safety or ethical concern.

Escalation should be protected from retaliation and should not require certainty before reporting.

5.5 Key-Person and Succession Risk
Critical processes should have documented procedures, backup authority, cross-training, credential recovery,
and emergency contacts. No asset should depend on one person to access funds, systems, leases, records, or
technical knowledge.

Chapter 6: Internal Controls
6.1 Control Objectives
Internal controls provide reasonable—not absolute—assurance that objectives will be achieved. Controls should
protect assets, support accurate reporting, promote compliance, and enable efficient operations.

6.2 Control Types
● Preventive: approvals, access restrictions, segregation of duties, vendor qualification, and contract standards.
● Detective: reconciliations, exception reports, inspections, variance analysis, and audit-log review.
● Corrective: recovery plans, account suspension, claim filing, repair, retraining, and root-cause remediation.
● Directive: policies, checklists, training, standards, and required workflow.

6.3 High-Value Real Estate Controls
Minimum controls should address:
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● Vendor creation and changes to payment instructions.
● Dual review of wires and independent callback verification using trusted contact information.
● Bank reconciliation and review of stale checks, credits, refunds, and unusual journal entries.
● Contract approval, certificates of insurance, lien releases, and change orders.
● Budget approval and unbudgeted expenditure thresholds.
● Rent, deposit, concession, and write-off authority.
● Physical inspections, work-order closure, and life-safety correction.
● User access, multifactor authentication, role changes, and terminated-user removal.
● Document retention, privacy, backups, and recovery testing.
● Regulatory, loan, insurance, tax, and license calendars.

6.4 Control Evidence
A control is not proven because a policy exists. Evidence should show who performed the control, what was
reviewed, when it occurred, exceptions found, and how they were resolved.

6.5 Control Testing
Test both design and operation. A well-designed approval may still fail if users share credentials or approve
without supporting documentation. Testing should prioritize high-impact risks, recent changes, repeat findings,
manual workarounds, and areas with prior loss.

Chapter 7: Ethics & Fiduciary Responsibility
7.1 Trust as an Operating Asset
Real estate investment involves entrusted capital, confidential information, discretion, and long-duration
relationships. Ethical conduct protects reputation, access to capital, vendor confidence, employee culture, and
the defensibility of decisions.

7.2 Core Standards
● Act honestly and within granted authority.
● Put disclosed duties ahead of undisclosed personal benefit.
● Protect confidential and personal information.
● Maintain complete and accurate records.
● Disclose conflicts before participating in a decision.
● Reject kickbacks, hidden compensation, bid manipulation, and misuse of assets.
● Treat employees, residents, applicants, partners, and vendors consistently and lawfully.
● Report suspected misconduct promptly and preserve evidence.

7.3 Conflicts of Interest
Require annual and event-driven disclosure of ownership interests, family or personal relationships, gifts, outside
employment, referral fees, and vendor connections. A conflict may be managed through recusal, independent
pricing, enhanced approval, disclosure, or prohibition.
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7.4 Related-Party Transactions
Affiliate arrangements should have a documented business purpose, market support, clear scope, governing
approval, accurate disclosure, and ongoing performance review. Familiarity is not evidence of fair value.

7.5 Speaking Up and Investigations
Provide more than one reporting channel, protect confidentiality to the extent possible, prohibit retaliation, triage
allegations consistently, preserve records, manage conflicts in the investigation team, and document conclusions
and corrective action.

Chapter 8: Strategic Planning & Risk Integration
8.1 Risk Belongs in the Investment Process
Risk review should occur before strategy is approved, not after a decision is effectively final. Each strategic
proposal should explain the value thesis, assumptions, downside conditions, risk owners, capital requirements,
leading indicators, decision gates, and exit options.

8.2 Acquisition and Development Gates
Use formal gates for initial screening, letter of intent, due diligence, investment approval, closing readiness,
construction or repositioning, stabilization, and disposition. At each gate, identify what has changed and whether
the original risk-adjusted return remains credible.

8.3 Scenario Analysis
At minimum, analyze base, downside, and severe-but-plausible cases. Variables may include occupancy, rent
growth, concessions, operating expenses, insurance, taxes, capital needs, construction costs, interest rates, exit
cap rates, refinancing proceeds, and time to stabilization.

Avoid false precision. The purpose is to expose dependency and identify decision triggers, not to make
uncertainty look certain.

8.4 Portfolio View
Asset-level risks can accumulate into enterprise exposure. Aggregate concentration by market, property type,
business plan, tenant or employer base, maturity year, lender, general contractor, insurance carrier, technology
provider, climate hazard, and key operating partner.

8.5 Change Management
New systems, management transitions, acquisitions, integrations, major renovations, restructurings, and rapid
growth temporarily weaken controls. Every material change should have a sponsor, risk assessment,
implementation plan, testing, training, contingency plan, and post-implementation review.

Chapter 9: Executive Reporting & Board Oversight
9.1 Reporting for Decisions
Executive reporting should direct attention to exceptions and choices. A useful report states what changed, why
it matters, exposure relative to tolerance, actions underway, decisions required, accountable owner, and due
date.

9.2 Minimum Quarterly Risk Report
● Enterprise risk profile and top-risk movement.
● Tolerance breaches and approved exceptions.
● Liquidity, covenant, refinancing, and concentration outlook.
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● Significant incidents, claims, litigation, investigations, and regulatory matters.
● Control failures, overdue corrective actions, and repeat findings.
● Major projects and capital exposure.
● Cybersecurity, fraud, vendor, insurance, and business-continuity developments.
● Emerging risks and changes to assumptions.
● Decisions requested from the governing body.

9.3 Board Challenge
Oversight is active inquiry, not receipt of information. Leadership should test whether assumptions are
supported, whether downside exposure is understood, whether management has resources and authority, and
whether reporting is independent enough to reveal uncomfortable facts.

9.4 Reporting Quality Tests
● Is the information current and comparable to prior periods?
● Are definitions and thresholds consistent?
● Do financial and operational reports reconcile?
● Are trend, velocity, and control strength visible?
● Are management judgment and verified fact distinguishable?
● Are omitted data and limitations disclosed?

9.5 Minutes and Follow-Through
Minutes should record decisions, material challenge, recusals, exceptions, conditions, and assigned actions
without becoming an unnecessary transcript. Action items should be tracked to verified closure.

Chapter 10: Enterprise Risk Dashboard &
Performance Monitoring
10.1 Dashboard Design
The dashboard should connect objectives, risks, indicators, thresholds, actions, and accountability. Limit the
executive view to measures that can change a decision.

For each top risk, display:
● Risk statement and category.
● Executive owner.
● Inherent and residual rating.
● Appetite or tolerance status.
● Trend and velocity.
● Key risk indicators (KRIs).
● Control status and assurance result.
● Mitigation milestone, budget, and due date.
● Decision or support required.

10.2 Indicator Types
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● Leading indicators: lease expirations, bid coverage, maintenance backlog, insurance recommendations,
system vulnerabilities, staff turnover, and approaching debt maturity.

● Lagging indicators: losses, claims, covenant breaches, delinquency, downtime, audit findings, and budget
overruns.

● Control indicators: reconciliations completed, access reviewed, inspections performed, backups tested,
certifications filed, and findings closed.

10.3 Rating Method
Use a documented scale for likelihood and impact. Include financial, operational, legal, safety, reputational, and
strategic effects. Consider velocity and duration when two risks have similar scores. Do not average away a
catastrophic exposure merely because probability is lower.

10.4 Data Governance
Every metric needs a definition, owner, source, frequency, calculation, validation rule, threshold, and retention
requirement. Manual spreadsheets should have version control, locked formulas, review evidence, and a
controlled source of truth.

10.5 Continuous Improvement
After incidents, near misses, audits, acquisitions, or material changes, reassess the risk and its controls. Close
actions only after evidence confirms the risk has been reduced or formally accepted.
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Appendix A: Enterprise Risk Assessment Template
A.1 Risk Register Fields

Field Required Entry

Risk ID Unique identifier

Objective Business objective exposed

Risk statement Cause, event, and consequence

Category Approved taxonomy category

Risk owner One accountable role

Inherent likelihood / impact Exposure before controls

Key controls Preventive, detective, and corrective controls

Control owner / evidence Performer and proof of operation

Residual likelihood / impact Exposure after controls

Appetite status Within, watch, or breach

Response Avoid, reduce, transfer, accept, or pursue

Actions Deliverable, owner, budget, and deadline

Indicators Metric, source, threshold, and frequency

Assurance Review source and most recent result

Escalation Trigger and approving authority

A.2 Five-Point Scale
Likelihood: 1 Rare; 2 Unlikely; 3 Possible; 4 Likely; 5 Almost Certain.

Impact: 1 Minimal; 2 Minor; 3 Moderate; 4 Major; 5 Severe.

Score likelihood and impact separately. The matrix supports prioritization but does not replace judgment about
velocity, duration, aggregation, or catastrophic consequences.

A.3 Assessment Workshop
1 Confirm objectives and scope.

2 Review financial, property, compliance, insurance, technology, and incident information.

3 Identify risks without considering controls.

4 Assess inherent exposure.

5 Document controls and test evidence.

6 Assess residual exposure and tolerance.

7 Agree on actions, funding, and escalation.

8 Record dissent, assumptions, and missing information.
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Appendix B: Corporate Governance Assessment
Checklist
Governance Structure

● ☐ Governing documents are current and centrally retained.
● ☐ Board, owner, and committee authority is defined.
● ☐ Reserved matters and approval thresholds are documented.
● ☐ Investor, lender, and regulatory consent requirements are calendared.
● ☐ Minutes and resolutions are complete and retrievable.

Ethics and Conflicts
● ☐ Conflict disclosures are annual and event-driven.
● ☐ Related-party transactions receive independent review and approval.
● ☐ Gifts, outside activities, confidentiality, and records policies are current.
● ☐ Reporting channels and anti-retaliation protections are communicated.

Financial and Operational Control
● ☐ Bank, payment, contract, and system access matches current authority.
● ☐ Incompatible duties are segregated or independently reviewed.
● ☐ Budgets, capital spending, contracts, and write-offs follow approval rules.
● ☐ Loan, insurance, tax, license, and compliance calendars have owners.

Risk Oversight
● ☐ Risk appetite and material tolerances are approved.
● ☐ Enterprise and asset risk registers are current.
● ☐ Top risks, breaches, incidents, and overdue actions are reported quarterly.
● ☐ Independent assurance covers the highest-risk processes.
● ☐ Findings are tracked to verified closure.

Continuity
● ☐ Critical roles have backups and succession plans.
● ☐ Emergency authority and contact information are current.
● ☐ Records, credentials, and recovery procedures are tested.
● ☐ Major vendors and systems have contingency plans.
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Appendix C: Quarterly Enterprise Risk Review
Template
C.1 Executive Summary

● Reporting period:
● Overall risk profile: Improving / Stable / Deteriorating
● Most significant change:
● Immediate decisions required:
● Material information limitations:

C.2 Top-Risk Review
For each top risk, report:

1 Current residual rating and trend.

2 Exposure relative to tolerance.

3 Key indicator movement and explanation.

4 Control performance and recent assurance.

5 Incidents, near misses, or external changes.

6 Mitigation status, spend, and milestone confidence.

7 Decision, escalation, or resource required.

C.3 Required Quarterly Schedules
● Risk appetite breaches and exceptions.
● Debt maturities, covenant forecast, liquidity, and reserve position.
● Claims, litigation, regulatory inquiries, and compliance findings.
● Major capital projects, contingencies, and change orders.
● Cybersecurity, fraud attempts, payment changes, and access exceptions.
● Critical vendor, insurance, staffing, and business-continuity issues.
● Overdue audit, inspection, and corrective actions.

C.4 Certification
The responsible executive should certify that, to the best of their knowledge, material risks and incidents have
been disclosed; reported information is accurate; overdue actions and tolerance breaches are identified; and
undisclosed limitations have not been used to create a misleading risk profile.
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Professional Resources
● COSO - Enterprise Risk Management Guidance

https://www.coso.org/guidance-erm

● COSO - Corporate Governance Guiding Principles
https://www.coso.org/corporate-governance-guiding-principles

● The Institute of Internal Auditors - Standards and Three Lines Model Documents
https://www.theiia.org/en/standards/documents/

● G20/OECD Principles of Corporate Governance 2023
https://www.oecd.org/en/publications/g20-oecd-principles-of-corporate-governance-2023_ed750b30-en.html

● Urban Land Institute - Research and Publications
https://uli.org/research/

● Institute of Real Estate Management - Certifications and Professional Standards
https://www.irem.org/certifications

● FEMA - National Risk Index
https://hazards.fema.gov/nri/

● HUD - Multifamily Asset Management and Project Servicing Handbook 4350.1
https://www.hud.gov/hudclips/handbooks/housing-4350-1

● IRS - Low-Income Housing Credit Guide for Completing Form 8823
https://www.irs.gov/businesses/small-businesses-self-employed/audit-techniques-guides-atgs

● OSHA - Recommended Practices for Safety and Health Programs
https://www.osha.gov/safety-management
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